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Activity: Data Management in Action 

 

Objective: 
Participants will apply their knowledge of data management by outlining steps for 
managing, storing, and protecting data in a real-world scenario. They will focus on 
selecting data sources, organizing data efficiently, and ensuring compliance with data 
protection regulations. 

 

Duration: 
30 minutes 

 

Materials Needed: 

• Handouts or digital files with the scenario description. 

• Paper or digital devices for participants to outline their steps. 

• A timer. 

 

Instructions: 

1. Introduction (5 minutes): 
Briefly explain the goals of the exercise: 

• Participants will act as data management professionals who need to design a data 
management strategy for a given scenario. 

• Emphasize that they should consider data sources, storage options, organization, 
and data protection (including GDPR compliance). 

 

2. Scenario (15 minutes): 
Provide the participants with the following scenario to work on: 
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Scenario: 

You are working as a data management consultant for a healthcare organization that is 
transitioning from paper-based records to a fully digital system. The organization deals with 
sensitive patient data, including medical records, appointment schedules, and billing 
information. 

 

Task: 

Outline the steps you would take to manage, store, and protect this data. Your plan should 
address the following: 

• Data Sources: 

o Identify and categorize the data sources (e.g., patient records, lab results, 
billing information). 

• Data Storage: 

o Recommend the best storage method for the data (cloud storage or physical 
servers) and explain why. 

o Consider scalability, accessibility, and cost-effectiveness. 

• Data Organization: 

o Propose a system for organizing the data (structured vs. unstructured) and 
suggest tools or platforms (e.g., DBMS, cloud platforms). 

o Explain how metadata could be used to ensure data is easily retrievable. 

• Data Protection: 

o Outline how you would ensure data security and compliance with GDPR. 

o Include encryption methods, access control measures, and data privacy 
practices. 

 

3. Individual Work (10 minutes): 

• Participants will work individually to create a structured plan for managing, storing, 
and protecting the data in the given scenario. 
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• Encourage them to think critically about the pros and cons of different storage 
methods, organizational tools, and security measures. 

 

4. Presentation and Feedback (10 minutes): 

• Each participant will present their plan to the group, explaining their choices for 
data management, storage, and protection. 

• The facilitator will provide feedback, highlighting strong points and areas for 
improvement, especially regarding data security and GDPR compliance. 

 

Key Learning Outcomes: 

• Participants will learn how to design a data management strategy for a real-world 
scenario. 

• They will develop critical thinking skills about data storage options and security 
measures. 

• They will understand how to ensure compliance with data protection laws like 
GDPR. 

 

Example Task Response: Data Management Plan for a Healthcare Organization 

 

Data Sources: 

• Patient Records: 

o Includes medical history, lab results, diagnoses, and treatment plans. 
Collected from doctors, nurses, and lab technicians. 

• Appointment Schedules: 

o Data on patient appointments, including the date, time, and type of service 
(e.g., consultations, surgeries). 
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• Billing Information: 

o Data related to insurance claims, payments, and outstanding balances for 
patients. 

 

Data Storage: 

• Recommendation: 

o Use cloud storage for scalability, cost-effectiveness, and easy access from 
multiple locations (important for telemedicine and remote access). 

o Why Cloud Storage? 

▪ Allows automatic backups, reducing the risk of data loss. 

▪ Provides high accessibility for medical staff from any location, 
improving collaboration. 

▪ Flexible storage options that grow with the organization’s needs. 

• Cloud Provider Options: 

o Google Cloud Healthcare API or Amazon Web Services (AWS) can provide 
HIPAA-compliant cloud storage for sensitive healthcare data. 

 

Data Organization: 

• Structured Data: 

o Medical records, billing information, and appointment schedules will be 
stored in a structured format using a Database Management System 
(DBMS) (e.g., PostgreSQL, MySQL). 

o Use metadata (e.g., patient ID, appointment date) to make data easily 
searchable and retrievable. 

• Unstructured Data: 

o Any medical images or scans (e.g., X-rays, MRIs) will be stored in the cloud as 
unstructured data, using tools like Google Cloud Storage with appropriate 
metadata tags for categorization. 
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• Tools Used: 

o DBMS to manage structured patient and billing data. 

o Cloud-based file management for medical images and documents. 

 

Data Protection and Security: 

• GDPR Compliance: 

o Ensure that patients provide consent for their data to be collected and stored 
digitally. 

o Implement a system where patients have the right to request access to their 
data and ask for it to be deleted when necessary. 

• Encryption: 

o Use end-to-end encryption to protect data in transit between medical staff 
and cloud servers. Encrypt patient records and billing data, ensuring that 
even if the data is intercepted, it is unreadable. 

• Access Control: 

o Implement role-based access control (RBAC) to limit access to sensitive 
data. For example: 

▪ Only doctors and authorized medical personnel can access patient 
medical records. 

▪ Administrative staff can access appointment schedules and billing 
information, but not medical records. 

• Multi-Factor Authentication (MFA): 

o Require all users (e.g., doctors, nurses, admin staff) to use MFA when 
accessing the system to ensure that only authorized personnel can view 
sensitive patient data. 

• Regular Audits and Monitoring: 

o Implement regular security audits and monitoring of access logs to detect 
any unauthorized access attempts or suspicious activity. 
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Summary of the Plan: 

• Data sources have been identified and categorized (patient records, appointments, 
billing). 

• Cloud storage is chosen for its scalability and accessibility, with security measures 
in place (encryption, access control). 

• Data will be organized using a DBMS for structured data and cloud-based storage for 
unstructured data. 

• The data management strategy ensures GDPR compliance, encryption, and strict 
access control. 

 


