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Role Play: Implementing GDPR Principles

Objective:

Participants will engage in a role-playing exercise to simulate the implementation of GDPR
principles in response to a data breach. The goalis to understand how to protect data,
comply with GDPR, and take appropriate action in the event of a breach.

Scenario:

A fictional organization, SecureFin, handles sensitive customer data, including financial
information and personalidentifiers. A data breach has occurred, exposing this sensitive
information. The company must take immediate action to protect the data, comply with
GDPR regulations, and notify affected parties.

Duration:

30 minutes

Materials Needed:
1. Scenario Handouts or Presentation Slide:

o Abrief description of the data breach scenario (SecureFin), GDPR principles
involved, and roles for participants.

2. Role Assignment Cards:

o Pre-prepared cards or instructions assigning each participant a role (Data
Protection Officer, Legal Counsel, IT Security Specialist, Customer Service
Representative).

3. Notepads and Pens or Laptops/Tablets for participants to jot down their
responses, steps for compliance, and action plans.

4. Timer:
o To keep track of the 30-minute activity.

5. Projector or Whiteboard (optional):
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o For participants to share their final action plans if working in groups.

Instructions:
1. lIdentify GDPR Breaches

o Participants must identify what went wrong in the scenario (e.g., lack of
encryption, unauthorized access).

o Determine how the breach occurred and which GDPR principles were
violated (e.g., consent, data minimization, transparency, accountability).

2. Outline the Steps for Compliance

o Customer Notification: Notify affected customers within 72 hours,
explaining the breach and the steps being taken.

o Internal Review: Investigate the cause of the breach and review security
protocols.

o Prevent Future Incidents: Implement security measures, data governance
policies, and staff training to prevent future breaches.

3. Assign Roles

o Data Protection Officer (DPO): Leads the investigation and ensures GDPR
compliance.

o Legal Counsel: Advises on legal responsibilities and ensures customer
notification complies with GDPR.

o IT Security Specialist: Investigates the breach, identifies vulnerabilities, and
recommends security improvements.

o Customer Service Representative: Communicates with affected
customers, explaining the company’s actions and reassuring them.

Activity Flow:
1. Introduction (5 minutes)

e The facilitator introduces the scenario, explaining the breach and the goal of the

role-play activity.
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2. Role Assignment (5 minutes)

e Participants are assigned to roles (DPO, Legal Counsel, IT Security Specialist,
Customer Service Representative).

3. Group Discussion (15 minutes)
e Participants, in their roles, collaborate to:
o ldentify GDPR breaches.

o Planthe company’s response, including notifying customers, conducting an
internal review, and preventing future breaches.

o Discuss their responsibilities within their roles.
4. Presentation (5 minutes)
¢ Each group presents their action plan to the rest of the participants.

e The facilitator and other participants can ask questions or provide additional
feedback.

Expected Outcomes:

o Aclearerunderstanding of GDPR principles and how to implement them in a real-
world scenario.

e Insightinto the importance of cross-functional collaboration in handling data
breaches (legal, IT, data protection, and customer service).

e Practical strategies for responding to data breaches and ensuring GDPR
compliance.
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Example of a Completed Role Play Activity: Implementing GDPR Principles

Scenario: SecureFin, a financial services company, has experienced a data breach,
exposing customer financial information and personal identifiers. The breach occurred due
to an unsecured database that was accessed by unauthorized individuals. The company
must respond in line with GDPR principles.

Step 1: Identifying GDPR Breaches

¢ Breach of Confidentiality:
The database containing sensitive financial information was not secured properly,
leading to unauthorized access. This violates the GDPR principle of confidentiality,
as the company failed to protect personal data from unauthorized individuals.

¢ Lack of Transparency:
Customers were not informed of the data breach in a timely manner, violating
GDPR’s transparency principle, which requires businesses to notify individuals
promptly about any breach that affects their personal data.

e Consent:
Upon investigation, it was found that some of the data collected did not have
explicit consent from customers, which is a violation of the consent principle under
GDPR.

Step 2: Compliance Steps
1. Customer Notification:

o Notification Timeline:
SecureFin must notify all affected customers within 72 hours of discovering
the breach.

o Message to Customers:
"Dear Customer, we regret to inform you that a data breach has occurred,
affecting your personal and financial information. We are taking immediate
steps to secure your data and are working closely with regulators to resolve
this issue. Please contact our helpline for further assistance."
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2. Internal Review:

o IT Department Review:
A thorough review of all database security protocols is required. The IT
security team will investigate how the breach occurred and identify any
vulnerabilities.

o Audit of Consent Forms:
The legal team will review all data collection methods to ensure proper
consent was obtained from customers. For data collected without consent,
the company must delete or anonymize the data.

3. Prevention of Future Breaches:

o Implement Encryption:
All sensitive data in the database must be encrypted to prevent unauthorized
access.

o Role-Based Access Control:
Restrict access to sensitive data based on employee roles, limiting the
number of people who can access confidential information.

o Staff Training:
Conduct GDPR compliance training for all employees to ensure they
understand the principles and their responsibilities in protecting personal
data.

Step 3: Roles and Responsibilities
1. Data Protection Officer (DPO):

o The DPO is responsible for coordinating the response to the breach, ensuring
customer notification, and liaising with regulators to demonstrate GDPR
compliance.

2. Legal Counsel:

o The legal team ensures that the notification to customers complies with
GDPR and advises the company on its legal obligations and potential
liabilities.
3. IT Security Specialist:
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o The T team investigates how the breach occurred, secures the system, and
implements stronger security measures to prevent future incidents.

4. Customer Service Representative:

o Communicates with affected customers, providing information and support,
and addressing any concerns customers may have about their data security.

Finished Example of the Role Play Outcome:
Action Plan:

« Breach Identified: Unsecured database allowed unauthorized access to customer
financial information.

o Steps for Compliance:
1. Notify Customers within 72 hours.
2. Internal Review: Strengthen database security, review consent forms.

3. Prevention: Encrypt sensitive data, implement access controls, and provide
staff training.

e Assigned Roles:
o DPO: Coordinates the response and ensures compliance.
o Legal Counsel: Ensures the notification is GDPR-compliant.

o IT Security Specialist: Investigates the breach and strengthens security
measures.

o Customer Service: Reassures customers and provides support.

Additional Scenarios for Role Play
Scenario 2: Retail Company Data Breach (E-commerce Platform)

Context:
A large e-commerce platform, ShopAll, experiences a data breach, exposing customer
payment details, including credit card information and personal addresses. The breach
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occurred through a phishing attack on one of the company's employees, giving hackers
access to the payment processing system.

Steps for Participants:
1. ldentify Breaches:
o Compromise of customer payment details (confidentiality breach).
o Noimmediate notification to customers (transparency issue).
2. Compliance:
o Notify customers within 72 hours.

o Investigate phishing attack and strengthen employee training on
cybersecurity.

o Implementtwo-factor authentication (2FA) for payment processing access.
3. Prevention:
o Phishing awareness training for employees.

o Multi-layered security for payment systems, including tokenization of card
details.

Roles:
DPO, Legal Counsel, IT Specialist, Customer Support.

Scenario 3: Healthcare Provider Data Breach (Hospital Records)

Context:

A hospital, HealthCare Central, has experienced a breach in which patient medical
records, including diagnoses and treatment plans, were accessed by unauthorized
individuals. The breach was due to weak access control on their patient database.

Steps for Participants:
1. ldentify Breaches:
o Medicalrecords exposed (confidentiality and sensitivity breach).
o Lack of proper access control (accountability issue).

2. Compliance:
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o Notify patients and regulatory authorities about the breach.
o Conduct aninternal review of database access policies.
3. Prevention:
o Implementrole-based access to patient data.
o Strengthen security through encryption and regular system audits.

Roles:
DPO, Legal Counsel, IT Security Specialist, Medical Administrator.

Scenario 4: Banking Institution Data Leak (Financial Services)

Context:

A banking institution, GlobalBank, suffers a breach where customer account details,
including transaction histories, were accessed and leaked online due to an insider threat (a
disgruntled employee).

Steps for Participants:
1. ldentify Breaches:
o Insider threat exposing sensitive customer financial data.
o Breach of confidentiality and accountability.
2. Compliance:
o Notify customers and inform them about the steps being taken.
o Conduct aninternal investigation of employee access to sensitive data.
3. Prevention:
o Limitemployee access to sensitive financial data.
o Implement monitoring tools to detect unusual access patterns.

Roles:
DPO, Legal Counsel, IT Security Specialist, Fraud Prevention Officer.
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